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1 Introduction and purpose

The University recognises that the internet provides opportunities to participate in interactive discussions and share information using a wide variety of social media, such as Facebook, Twitter, blogs and wikis. However, employees' use of social media can pose risks relating to legal compliance (eg in terms of copyright law, data protection), to the University’s confidential information and to its reputation. The aim of this policy is to set out the University’s view of appropriate use of social media.
This policy is not intended to restrict freedom of expression and the academic freedom of staff. Rather, it is to protect staff using social media, alongside protecting the University’s reputation.
All use of the University’s electronic communications systems and equipment must comply with the University’s Acceptable Use Policy. For business reasons, including compliance with this policy (and the University’s Acceptable Use Policy), the University may monitor social media postings and activities, whether the social media site has been accessed using the University’s IT systems or your own equipment. (For further information, please refer to the University’s Acceptable Use Policy IT - https://www.qmu.ac.uk/study-here/learning-facilities/it-services/acceptable-usage-policy)
This policy is not part of your contractual terms of employment, except to the extent that it imposes obligations on you.  It applies to all individuals working for, or on behalf of, the University regardless of length of service.  It may be amended at any time.

This policy was approved by Executive Board 21 March 2018.
2 Scope

This policy applies to all staff and third parties working for or on behalf of the University: including casual, agency and associate workers.
The policy covers the use of all forms of social media, including all social and professional networking sites (eg Facebook, LinkedIn, Twitter etc) and all online postings, including blogs. The policy covers content placed on University, personal and third party social media sites. 

It applies to the use of social media for both business and personal purposes, whether during working hours or otherwise. This policy applies regardless of whether the social media is accessed using the University’s IT systems or equipment belonging to members of staff (including smart phones).
3 Compliance with related policies, agreements and legislative requirements
Social media should never be used in a way that breaches any of the University’s other policies. For example, you are prohibited from using social media to:
· breach the University’s Acceptable Use of IT policy;
· breach your confidentiality obligations (eg you should not post comments about sensitive or confidential University topics);
· breach the University’s disciplinary rules;
· defame or disparage the University or its employees, students, customers, clients, suppliers, vendors or other stakeholders;
· harass or bully in any way or breach the University’s Dignity at Work Policy (examples of cyber-bullying include using offensive or intimidating language on social networking sites or unjustifiably excluding colleagues from social networking groups);
· unlawfully discriminate against colleagues or third parties or breach the University’s Equality  Policy (for example by making offensive comments on the grounds of sex, race, disability, sexual orientation, religion or belief, age or gender reassignment); 

· breach the University’s Data Protection Policy (for example, never disclose personal information about a colleague online);
· breach laws relating to copyright and intellectual property.
4 Personal use of social media at work
The University authorises occasional/reasonable personal social media use at work (while you are on a rest break) provided it and does not interfere with your employment responsibilities and productivity. While using the University’s IT systems to access social media at work, circulating chain letters or other spam is never permitted.
5 Business use of social media

5.1 Setting up a divisional or departmental social media site

Before any constituent part of the University sets up a social media account, or uses the University’s corporate identity in some way in a social media account, they must gain the permission of their Head of Division or Director, and also the Director of Marketing and Communications.  
Constituent parts of the University with social media accounts should have protocols in place for authorising (and if necessary approving) their social media postings. These protocols need not be complicated. If there is no protocol in place, the Head of the School/Division must approve every posting.
To ensure business continuity, you must ensure that you have more than one site administrator, and that when administrators leave the University, that they pass the relevant password/s onto colleagues.
Please remember that you should not use the University’s logo or other trademarks without the permission of the Marketing and Communications team.
5.2 Guidelines for those speaking on behalf of the University on social media

Please remember that when you use social media to speak for a division or department, or the University more generally, you may be regarded as the official voice of the University.  
By speaking on behalf of the University, department, or team, we mean posting in the name  of a social media account that is embedded in the QMU website (as described in section 6.1 below),  or posting in the name of a social media account that is associated with a team (eg Nursing) rather than an individual (eg Prof Jean Bloggs).  Given this, you must comply with the following guidelines if your duties require you to speak on behalf of the University, division or department in a social media environment:
· avoid being political partisan. You are, however, free to post up information from the political domain (eg Government announcements about funding, policies of opposition parties on issues associated with the relevant academic subject etc) provided you do so in a balanced way, and avoid being seen to support any one political party or campaign. This should not interfere with sharing and commenting on published research that takes a stance on issues of a political nature, in the spirit of academic freedom and the importance of the University as a relevant commentator in the area. This is provided that the posts are made with consideration given to the view of the overall team or department associated with the account, that the research is of a good quality and not overtly partisan in nature, and that comments made and conclusions drawn are well-reasoned, with a foundation in good academic practice.
· avoid commenting on central University policy, unless this is agreed with the Director of Marketing and Communications;

· avoid speculating on evolving University policies and initiatives;

· seek the advice of the Director of Marketing and Communications or Communications Manager if third parties post negative comments on your site, and certainly before responding to such postings;
· be aware of the advice set out in the Social Media Etiquette Guide produced by the Marketing and Communications team.

5.3 
Other guidance
If you are contacted for comments about the University for publication anywhere, including in any social media outlet, please direct the enquiry to the Director of Marketing and Communications or Communications Manager and do not respond without written approval from them. 
Representation of your personal opinions as being endorsed by the University is strictly prohibited.
6   
Responsible use of social media more generally
For the avoidance of doubt, the guidance below, along with all of this policy excluding section 5 above, relates to all your social media communication regardless of whether made in a personal or professional capacity.
6.1 
Protecting business reputation

You must not post disparaging or defamatory statements about the University or its students, staff, suppliers, vendors or other stakeholders. You must not post images which might reflect negatively on the University. You must avoid social media communications that could damage the University’s business reputation or which might negatively interfere with the University’s relationship with its students, staff, suppliers, vendors or other stakeholders, even indirectly.
There may be times when sharing academic research, whether authored yourself or by another, where the conclusions drawn may be critical in some way of past or present students, staff, suppliers, vendors, or other stakeholders. 
In the interests of the creation and dissemination of good research, and in line with the UKRIO Code of Practice for Research, alongside the principle of academic freedom, this policy is not designed to limit freedom of speech, or hinder research practice or its dissemination. Provided that posts are made in a non-defamatory manner, and are founded upon good academic research and practice, the University will not seek to censor the posting or individual, or dissuade them from carrying out their role as a researcher.

Except when speaking on behalf of the University in accordance with section 5 above, you should make it clear in social media postings that you are speaking on your own behalf and in a personal capacity, in situations where there could be any doubt about this. You should write in the first person and use a personal e-mail address when communicating via social media (other than when using LinkedIn when it is appropriate to include the University name and use your business e-mail address). You should avoid posting comments about sensitive business-related topics, such as the University’s performance or future business plans.   You should avoid discussing or speculating on internal policies or operations.
Our website has the facility for departmental staff to have their social media accounts associated with their divisional/departmental/centre webpages. Whilst we encourage staff to make use of that facility, they need to be aware that if they do so, the guidance in section 5 of this policy applies to the content they post on the relevant social media account/s.
6.2  
Respecting intellectual property and confidential information
You must not do anything to jeopardise the University’s confidential information and intellectual property through the use of social media. Do not use the University logo, or other trademarks, or post any confidential or proprietary information without prior written permission.  Permission for the use of the University logo and other trademarks must be sought from the Marketing and Communications Office.
The contact details of business contacts made during the course of your employment are regarded as the University’s confidential information.
6.3 
Respecting colleagues, clients, partners and suppliers

Do not post anything that any reasonable person (including colleagues, the University’s students, staff, business partners, suppliers, vendors or other stakeholders etc) would be likely to find offensive, including discriminatory comments.

6.4 
General

Be aware that comments made on social media sites are not private unless the correct privacy settings are selected. Only post information which you are comfortable with anyone seeing.
If you are uncertain or concerned about the appropriateness of any statement or posting, please refrain from making the communication until you discuss it with the Director of of Marketing and Communications.
If you see content on social media that disparages or reflects poorly on the University, you should contact the Director of Marketing and Communications.  
7   Breaches of policy
Breaches of this policy will be dealt with under the University’s Staff Disciplinary Policy.
You may be required to remove online postings which are deemed to constitute a breach of this policy. Failure to comply with such a request may in itself result in disciplinary action.
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