Importing the Intermediate Certificate for Eduroam.
(Windows XP - 24/06/2009)

Client certificates used to chain directly of the root SSL certificate. However it
has long been recognised that this is bad practise, when the root certificate is
compromised then the whole chain of trust becomes unreliable. To get round
this problem companies supplying SSL certificates are now issuing
intermediate certificates. In the event of a problem with the certificate chain is
it more secure to revoke the intermediate certificate and issue a new one. The
Eduroam certificate relies on an intermediate certificate which must be
installed to complete the chain of trust.

The intermediate certificate can be found on the QMU Eduroam page
http://www.gmu.ac.uk/it/eduroam/default.ntm. Highlight the link, right-click,
then select “save target as” option and save to somewhere where you can
find it again.
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Double click the newly download certificate.

Certificate

General |De13ils Certification Path

O.,-..-g::-.-
=1 Certificate Information

This certificate is intended for the following purpose(s):

+*Protects e-mail messages

*Proves your identity to a remote computer
+Ensures software came from software publisher
*Protects software from alteration after publication
+Ensures the identity of a remote computer
*2,16.840,1,113733.1.7.23.3

* Refer to the certification autharity's statement for details.

Issued to:  VeriSign Class 3 WLAN Secure Server CA

Issued by: VeriSign Trust Metwork

Valid from 03/05/2003 to 09/05/2013

Ensmll Certificate. .. ] [ Issuer Statement ]

It should be as above. Select the install Certificate button. This will launch the
Certificate Import wizard.
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Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. & certificate store is the system area where
certificates are kept.

To continue, dick Mext,

uext:b |[ Cancel ]

Select Next. The next window specifies where the certificate should be
installed — just accept the default option.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

{(*)‘Automatically select the certificate store based on the type of certificate)

) Place all certificates in the following store

< Back ” Mext = I[ Cancel

Select next.
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Certificate Import Wizard

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard.,

‘fou have spedfied the following settings:

Certificate Store Selected  Automatically determined by 1
Content Certificate

[ < Back ” Finish I[ Cancel

Select Finish and the import should be successful.

Certificate Import Wizard g]

Jr) The import was successful.

wlan-cert-import-xp.doc 4 24/06/2009



