Installing QMU’s Intermediate Root Certificate on Windows Vista

In order to be able to use Citrix Remote Desktop from home Windows Vista
users will need to install QMU’s Intermediate Root Certificate (this will ensure

that the Citrix client trusts QMU'’s Citrix servers). Instructions for installing this

certificate are as follows:

1. Go to http://www.gmu.ac.uk/it/certificates.htm in Internet Explorer.

SSL Certificates at QMU

Information Services secures some of QMU's websites with SSL Certificates, These
certificates encrypt traffic between your computer and QMU's web servers making it difficult
for third parties to intercept and read vour personal information.

In some cases accessing these sites with certain browsers may result in an error saying the
site is not trusted, Despite this error there is nothing to worry about, it just means that your
web browser is not vet configured to trust the Certificate Authority which issues QMU's
certificates.

This page contains docurnentation and instructions which will allow you to set up your home
cormputers to trust QMU's certificates and browse secure QMU websites without any
problerms. You can choose from the following downloads:

o SSLCertificates@ QMU PODF: & brief overview of QMU's use of certificates,

. mwindnws Wista users click this link to start a wizard which will
install the certificate and allow you to access QMU's Citrix Remote Desktop,

o sureserverEDLL cer: PDA (indows Mobiled Users right-click to download the
certificate to yvour computer, This needs to be copied to vour PDA and then tapped to
beqin installation.

® More downloads to follow, contact 15 if you have any gquestions or suggestions,

2. Click the link marked sureserverEDU.crt

File Download - Security Warning &J

Do you want to open or save this file?

Mame: sureserverEDU.cer
ﬁ. Type: Security Certificate, 1.06KB

From: wwww, gmu.ac.uk

| Open H Save | | Cancel |

I | While files from the Intemet can be useful, this file type can
P potentially ham your computer. f you do not trust the source, do not
= open or save this software. What s the sk ?

3. Click Open



Internet Explorer Security ﬁ

— ity

@ A website wants to open web content using this
-~/ program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program,

@ Mame: Crypto Shell Extensions
Publisher: Microsoft Windows

[ Do not show me the warning for this program again

(=) Details | Mon || pon'talow |

4. Click Allow (depending on your security settings this rﬁessage may not
appear)

Certificate M

General |Details I Certification Path |

B ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Protects e-mail messages

» Proves your identity to a remote computer

» Ensures the identity of a remote computer

* Ensures software came from software publisher

» Protects software from alteration after publication
#1.3.6.1.4.1.6334.1.0

*Refer to the certification authority's statement for details.

Issued to:  Cybertrust Educational CA

Issued by: GTE CyberTrust Global Root

Valid from 14/03/2006 to 15/03/2013

\Install Certificate...| | Issuer Statement |

Learn mare about certificates

Lo

5. Click Install Certificate



Certificate Import Wizard & ﬁ

Welcome to the Certificate Import
Wizard

i This wizard helps you copy certificates, certificate trust
ol £ ists, and certificate revocation lists from your disk to a
certificate store.

A& certificate, which is issued by a certification autharity, is
a confirmation of yvour identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Bac . Next > ;] I Cancel
|
6. Click Next
Certificate Import Wizard ﬁ
Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate,

(@ Automatically select the certificate store based on the type of certificate;

() Place all certificates in the following store

{ms}
(=]
i
m

Learn more about certificate stores

I < Back J[ Mext = ]I Cancel I

7. Ensure that Automatically select the certificate store based on the
type of certificate is selected then click Next



T 5 = =
Certificate Impaort Wizard g

Completing the Certificate Import
Wizard

P The certificate wil be imported after you dick Finish.

= ‘fou have spedfied the following settings:

0 =le i it et = =ar=ey AUtomatically determined by £
Content Certificate
4 1 3

<Back || Fish | | cancel

\E

8. Click Finish
Certificate Import Wizard ﬁ
o The import was successful,
| oK
9. Click OK

10. Close and reopen Internet Explorer

11.Return to https://access.gmu.ac.uk/ and log on as normal




