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Introduction

A Virtual Private Network (VPN) connection will enable registered users to have
access to the University network over the Internet through their current Internet
Service Provider (ISP).

The connection is achieved using a secure, encrypted tunnel between the ISP and
the University network. Using a VPN it is also possible to access the network from
any computer with an internet connection.

Information Services insist that you have the latest Service Packs and patches for
your chosen Windows installation and a fully updated anti-virus application installed.
IS reserve the right to remove VPN access - without notice - to computers that fail to
meet these guidelines.

Please be aware that certain personal firewall packages interfere with the operation
of the VPN service. If you have a personal firewall installed you will need to allow all
VPN traffic or disable the application whilst connected to the service. Windows
firewall in XP Service Pack 2 does not interfere with VPN and should not be disabled
under any circumstances.

You can find more information on how to ensure your home PC is kept secure at
wWww.microsoft.com/security.

Step 1 - Configuring the VPN Client Software

The VPN component comes preinstalled with Windows XP and 2000 so it is a matter
of creating a connection to the QMU network. All of following screenshots relate to
the default Windows XP desktop, although the settings apply equally to Windows
2000. If you are using the classic windows desktop then the menus may be different.

Select Start = Control Panel ® Network connections = Create a new
connection.
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The new connection wizard appears. Select the next button and choose the second
option "Connect to the network at my workplace".

Mew Connection Wizard

Metwork Connection Type
‘What do you want to da?

") Connect to the Intemnet
Caonnect to the Intermet so vou can browse the Web and read email.

(3)Connect to the network at my workplace

Connect to a business network, [uzing dialup or YPM] g0 vou can wark, from home,
a field office, or another location,

") Set up a home or small office network
Connect to an exizsting home or zmall office nebwork. ar zet up & new one.

) Set up an advanced connection

Connect directy to another computer using vour enial, parallel, or infrared port, or
get up this computer so that other computers can connect to it

[ < Back ][ Mexst > ][ Cancel ]

Select the next button and choose the bottom item "Virtual private network
connection”

Mew Connection Wizard

Metwork Connection
Hiw da pou want to connect ta the network, at your workplace?

Create the following connection:

") Dial-up connection

Connect uzing a modem and & regular phone line or an Integrated Services Digital
Metwork [ISDN] phone line.

(*)¥irtual Private Network connection

Caonnect to the network, uzing a virtual private network [WPM] connection over the
Intermet.

[ < Back ][ Mexst > ][ Cancel ]

Select the next button and enter a name for the connection that is meaningful, for
instance "QMU_VPN”,



New Connection Wizard
Connection Hame
Specify a name for this connection to your workplace.

Type a name for this connection in the fallowing bos.
Company Mame

LMU_WFN

For example, you could type the hame of your warkplace or the name of a zerver you
will corinect bo.

l < Back “ Mest » I[ Cancel ]

Select Next >. The next wizard screen provides you with a choice. You can have the
option to dial your ISP automatically before connecting via VPN to the University or
not. Choosing the second option will make the process slightly more seamless, but
neither will affect the VPN or your ISP connection. For this documentation choose the
“Do not dial the internet connection”. Broadband users (cable or xDSL ) should
choose this option.

Mew Connection Wizard
Public Metwork
Windows can make sure the public network is connected first.

Wwindows can automatically dial the initial connection to the Internet or other public
network, before establishing the wirtual connection.

(%) Do not dial the inhal connection.;

() Automatically dial this initial connection:

[ < Back ][ Mexst > ][ Cancel ]

Select Next >. Type in the name of the VPN server — vpn.gmu.ac.uk.



New Connection Wizard

¥PN Server Selection
YWhat iz the name or address of the WPM zerer?

Type the host name or Internet Protocaol (IP) address of the computer to which you are
connecting.

Host name or IP addrezs [for example, microzoft.com or 157.54.001 1

wph.gru, ac. uk,

[ < Back H Mest » l[ Cancel ]

Select Next >. The next screen offers the option to make the connection usable by all
users. We recommend that the connection is available only to yourself. Select the
bottom option. (If you are the only user you may not get presented with this option)
Select Next >. A summary screen will appear with an option to place a short cut on
your desktop. Please select this option.

New Connection Wizard

Completing the New Connection
@ Wizard

ou have zuccezsfully completed the steps needed to
create the following connechion;

QMU_VFPN
* Share with all uzers of thiz computer

The connection will be saved in the Metwork
Connections falder.

[Ti4dd & sharteut to this connection bo my deskhop

To create the connection and close this wizard, click Finish.

’ < Back “ Finizh I[ Cancel ]

Select Finish. You should now have a QMU VPN icon on your desktop.



Step 2 - Configuration of the client
Once the icon has been created, double click to run it then click Properties. Select
the options tab then select the "Include Windows logon domain" box.

& OMUC_VPN Properties

General | Options |Security Metworking | Advanced

Dialing options

Dizplay progress while connecting

Frompt for name and pazsword, certificate, etc,
[*]Include Windows logon domaire

Redialing options

Redial attempts: &

4

Time between redial attempts: 1 minute

II

|dle time before hanging up: NEver

[]Redial if ine is dropped

I Ok H Cancel l

Select the Networking tab, highlight “Internet protocol (TCP/IP)” and select
Properties. In the window that appears select advanced and uncheck the “Use
default gateway on remote network”.

Advanced TCP/IP Settings

General | DNS | WwiNS

Thiz checkbox anly applies when you are connected to a local
network and a dial-up network, simultaneously. wWhen checked. data
that cannot be sent on the local networl: iz forwarded to the dial-up
nietwirk.

[w]ilze default gateway on remate network

] ] l Cahcel




Select the DNS tab. Ensure that all fields are blank.

Advanced TCP/IP Settings

General| DNS | WwiNS |

DMS zerver addresses, in order of uge:

Add... Edit... Femoyve

The follawing three settings are applied ta all connections with TCPAP
enabled. For rezalution of unqualified names;

(#) Append primary and connection specific DMNS suffises
Append parent suffises of the primary DMS suffis
() Append these DNS suffizes (in arder]:

Add... Edi... Remove

DMS suffis for this connection: |

[ ] Begister thiz connection's addrezzes in DNS
Uze thiz connection's DMS zuffis in DMS registration

[ QE. l [ Cancel

Keep selecting ok until you return to your desktop.



Step 3 - Accessing the University Network using the QMU VPN

The first step is to log on to your ISP. Once you have logged on to your ISP, double
click the QMU VPN connection icon you have just set up. This will then present you
with the VPN login.

Connect QMUC_VPN

Uszer namme: |-‘5"-USEF |
Pazzword: |-||||-|||-|| |
Dromair: | Gkl |

[ ] 5ave thiz uzer name and pazzword for the following uzers:

e anly

Anpane who uses thiz compuber

unnnect ][ Cancel H Fropertiez H Help ]

Fill in the login dialog box with your user name, password and domain (QMU), for
added security we recommend that you do not have the “Save this username and
password” box checked. Click Connect. A tunnel will be created between the

university and your PC.

Connecting QMLU_VPN...

?“ Connecting to wpn. g, ac. uk...

Cancel

Once connected there will be two dialup connection icons in the bottom right hand
corner of the taskbar.



Step 4 - Accessing Network drives

Windows XP will not run the log in script that sets up your network drives. To access
any files on the file servers you will have to map your own drives. Whilst logged onto
the QMU VPN, go to Start ® My computer = Tools = Map Network Drive. In the
window that appears type in the folders box the name of the server and folder that
you wish to access in the format \\servername\sharename. For example, staff should
map the Z drive to \\staff-data\homedirs\username; students to \\stud-
data\homedirs\username .

Map Network Drive g]

Windows can help wou connect to a shared network Folder
and assign a drive letter to the connection so thak wou can

M access the folder using My Computer,
..-—""'-F'

et | Specify the drive letter For the connection and the Folder
that wou want ko connect: to:

Dirive: b b

Folder: | istaff-datalhomedirsiuse |«

Example: 1\serverishare
Reconnect at lagon

Conneck using % different user name

Sign up For online storade oF conneck ko a
nebwork server,

[ Finish |[ Zancel ]

Connect using a different username, fill in your username and password in the
dialog box when prompted.

Connect As... E]

By default, vou will connect ko the network Folder as
QMU agraham. To connect as another user, enter their user
name and password below,

Passward: TTIITTIIIITT)

[ Ok ][ Cancel ]

A status box will appear informing that a connection is being attempted. The drive
should now be accessible in My Computer.

If necessary, repeat the process above to map drive letter G or X to your group
directory; \\staff-data\groupdirs.
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Map Network Drive E]

Windows can help wou connect ko a shared netwark Folder
and assign a drive letker to the connection so thak vou can

.\ﬂ access the folder using My Compuker,
..-—""'--

e | Specify the drive letter For the connection and the Folder
that wou want to connect ko

Drive: b bt

Folder: | \\staff-datalgroupdirs w

Example: 1\serverishare
Reconnect at logon

Conneck using a different user name.

Sign up for online storage oF conneck to a
nebwork server,

[ Finish l [ Zancel

Step 5 — Connecting to Exchange using Outlook

These instructions only cover connection to Exchange using Outlook, and may not be
relevant for the e-mail client you have at home. Additionally, any existing mail client
settings may cause problems, care should be taken when following these
instructions.

Right-click on Microsoft Outlook from the Start Menu and click Properties (if
Outlook Is not available from the Start Menu, click on Control Panel =User
Accounts = Mail)

&' Internet § My
g Internet Explorer —/
a

W™

Read e-mail

Properties

RN [ omnnal

Remave From This Lisk

= =

If you do not already use Outlook there should not be any profiles already created —
click Add — if you already use Outlook there may already be a profile set up, in this
case click on Prompt for a profile to be used, then click Add to create a new one.
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®

Mail

General |

,@ The Following profiles are set up on this computer:

Rermove Properties Copy..

wWhen starting Microsoft Office Outlook, use this profile:
() Prompt for a profile to be used
() Always use this profile

| v

(R=g

[ O ] [ Cancel pply

Give the profile a relevant name:

New Profile

" B
@ Create Mew Profile

X

Profile Mame:
\Alser at QMU |

Following the wizard that appears, select Add a new e-mail account, then click
Next.



E-mail Accounts

This wizard will allow you to change the e-mail
accounts and directories that Outlook uses.

E-mail

(®idd a new e-mail account

(1 view or change existing e-mail accounts

Directory

(") Add a new directory or address book
() iew or change existing directories or address books

< Back Mext = ] [ Close

Select Microsoft Exchange Server, click Next.

E-mail Accounts

Server Type
‘fou can choose the type of server vour new e-mail account will work, with,

(&) Microsoft Exchange Server:

Connect to an Exchange server to read e-mail, access public folders, and share
documents.

() poOP3
Connect to a POP3 e-mail server to download wvour e-mail.
O IMaP

Connect to an IMAP e-mail server to download e-mail and synchronize mailbox
folders.

(JHTTP

Connect to an HTTP e-mail server such as Hotmail ko download e-mail and
synchronize mailbox Falders,

() additional Server Types
Cannect to anather warkaroup or 3rd-party mail server,

< Back “ Mext = ][ Cancel

First de-select Use Cached Exchange Mode, then enter the name of the mail
server: for staff this is staff-maill.gmu.ac.uk; for students this is stud-
maill.gmu.ac.uk and your username;
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E-mail Accounts

]

Exchange Server Settings
‘fou can enter the required information ko connect to vour Exchange server,

Type the name of vour Microsoft Exchange Server compuker, For information, see your
system administrator,

Microsoft Exchange Server: QstaFF-maiIl \grid,ac,uk, )

UseCached Exchange Mode

Type the name of the mailbox set up For vou by vour administrator, The mailbox name
is usually wour user name.

User Name@er ) | [ Check Mame

C Mare Settings ... D

< Back “ Mk = ][ Cancel

then click on More Settings...

Microsoft Exchange Server, [E|

General |F'.|:|van|:eu:| Security | Connection || Remaoke Mail

Exchange Account

Type the name by which you would like to refer bo
this account, For example: “Work" or "Microsaft
Exchange Server",

|Min:rn:ns::nft Exchange Server

When skarking

(%) Autamatically detect connection state
(") Manually contral connection stake

Default connection skake

m Seconds Unkil Server Connection Timeouk

[ Ok ] [ Cancel

Change Seconds Until Server Connection Timeout to 90. This accommodates any
latency in the broadband and VPN network. Click OK to return to Email accounts.

Now click on Check Name — this may take some time to check with the mail server.
When this is complete the username will be underlined, click Next.
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The wizard is now complete, click Finish.

If you have a profile already set up you will need to restart Outlook, where you will be
prompted for which profile to use. If this is the only profile set up Outlook should
automatically connect to the mail server and you will be able to send and receive e-
mail as normal. However, if you have a Personal Folder (.pst file) or any archived
folders on your work machine these will only be available if you move them to your Z

drive or other network storage.

If you have multiple profiles in Outlook, or if you have previously used Outlook to
connect to another mail account, we recommend that you check to ensure the correct
delivery location for your QM mail. You must do this before running Outlook for

the first time.

Click on the Email accounts button

Click on Start = Settings = Control Panel = Malil

Click on View or change existing... and then Next
Click on the account name which corresponds to the type Exchange (by

default called Microsoft Exchange Server) and select Mailbox — Surname,
Forename from the drop down list below, entitled Deliver new e-mail to...

E-mail Accounts

E-mail Accounts
You can select an account and change its settings or remaove it

]|

Outlook processes e-mail For these accounts in the Following arder:

Tarne | Type

Microsoft Exchange Server Exchange {Default)

Deliver new e-mail to the Following location:
Mailbox - Muir, Fraser j Mew Qutlook Data File... |

H Muir, Fraser
Archive Folders

Change...
d

Eemove

M

Set as Default
[oweldn

MeEwe Sowm

L

< Back I Finish I

Cancel

e Click Finish and Close

Step 6 — Accessing the corporate Intranet

Once a successful connection to the VPN has been made it is now possible to
access the corporate Intranet exactly as you would do from within the institution.

Launch Internet Explorer and in the address box type http://intra-serv.gmu.ac.uk/
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3 BMUC Staff Intranet - Home - Microsoft Internet Explorer provided by QMUC

Fle Edit View Favoites Tools Help

v seach | Faveries £ |

QBack - ) - 4] [7]

Address I@ http:/ fintra-sery. qmuc. ac.uk/defaul asps

S el TR

Links **

5 E)se

en M,

Governance

argaret University College

Academic  Services  Research  Projects  Campus Life

QMUC Staff Intranet

Home
staff Directory Search [l Fields = 8
19/06/2006 28/04 /2006 QMUC Staff Intranet Help & Training

Rresearch and Knowledge Transfer Quarterly QMUC Student Survey Results 2005-2006
performance Reports
1470372006

Launch of smoking palicy and designated
smoking areas

09/06/2006
RE:LOCATE update and Roadshow events

08/06/2006 Planting of first tree at Craighall site

acadernic Calendar 2007-2008 31/01/2006

1170572006 Re-developed QM website is now live!

Photagraph of progress on RE:LOCATE 05/0172006

URGENT: Academic Database - Is your
record up to date?

Acadernic Calendars

CAP Ewents

Celcat Timetable

15 Scheduled Downtime/at Risk Period
Managernent Information Reports
QMUC Acadernic Database

Club and Zocieties

QMUC Website

Daily Media Summaries

QMUC RAE 2003

Newsletters 7

Type Name A Modified By
3 QM Inside Jamie Tait
Cd QM Mews Jarnie Tait

Type Hame M Wodified By
m Strategic Plan 2005-08 Jarnie Tait

I |
T [ [ [ @ Unknown Zone bived

@] Done [

If you have been sent a link to a location on the Intranet or have a site bookmarked,
you must ensure that you are successfully connected to VPN.
Step 7 - To close the VPN connection

Before closing the VPN connection remember to disconnect the mapped network

drive:
2 My Computer
File Edit ‘iew Fawarites Help

Map Metwork Drive, .,
W w’/ ? Disconneck Metwork Crive. .
Synchronize. ..
Address | _.J Py Computer
e Folder Options. ..
e

System Tasks £

t_-:;'_ﬂ Local Disk (C:

Select the network drive you want to disconnect then click OK. Also close Outlook if
you have set up a work profile as detailed above.

Double click the QMU_VPN icon in the system tray at the bottom right of the screen
and click Disconnect. Check first that this is the QMU VPN connection. If you have
chosen to automatically dial your ISP before setting up the VPN tunnel that
connection will also be disconnected.
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