DATA PROTECTION POLICY

Introduction 

The University needs to keep certain personal data, for example about its staff and students, to fulfil its purpose and to meet its legal obligations to funding bodies and government. In holding personal data the University must comply with the Data Protection Act 1998. The 1998 Act contains eight Data Protection Principles with which the University must comply at all times when processing personal data.

Data Protection Principles 
Personal data must: 

1. be obtained and processed fairly and lawfully and shall not be processed unless certain conditions are met. 

2. be obtained for a specified and lawful purpose and shall not be processed in any manner incompatible with that purpose. 

3. be adequate, relevant and not excessive for those purposes. 

4. be accurate and kept up to date. 

5. not be kept for longer than is necessary for that purpose. 

6. be processed in accordance with the data subject's rights. 

7. be kept secure from unauthorised access, accidental loss or destruction. 

8. not be transferred to a country outside the European Economic Area, unless that country has equivalent levels of protection for personal data.

The University and all its staff who process or use personal information must ensure that they follow these Data Protection Principles at all times. In order to ensure that this happens, the University has developed this Data Protection Policy (see also Data Protection Policy – Guidance Notes). 

Status of the Policy 

This policy has been approved by the University Corporate Management Team and any breach will be taken seriously and could result in disciplinary proceedings. 

Those with honorary contracts or ‘visitor’ status will also be expected to comply with this Data Protection Policy insofar as they come into contact with personal data through the University and in connection with the provision of their own personal data.

Any member of staff or student who considers that the policy has not been followed in respect of personal data about themselves should raise the matter with their Head of Department or the University Data Protection Officer in the first instance. 

What is Personal Data?

Personal data is information about a living individual, who is identifiable from that information or who could be identified from that information combined with other data which the University either holds or is likely to obtain. This includes names and contact details, features such as hair and eye colour (which will often be in the form of photographs), student attendance records and marks, ethnic origin, qualifications and experience, details about staff sickness and annual leave, dates of birth, or marital status. Furthermore, any expression of opinion about, or any intentions of the University or any other individual regarding, a person are also personal data.

The 1998 Act covers all personal data processed by the University, irrespective of whether these data are held by individual members of staff in their own separate files (including those held outside the University campus, e.g. by staff working at home) or in departmental records systems or centrally by the University.

Subject to certain exceptions, personal data may generally only be processed if the data subject has given their consent. The 1998 Act distinguishes between ordinary personal data and sensitive personal data which is personal data relating to racial or ethnic origin, political opinions, religious beliefs, trade union membership, physical or mental health, sexual life and criminal convictions or the alleged commission of any offence. 

The safeguards for sensitive personal data under the 1998 Act are stricter than those for ordinary personal data.  Unless there are very particular circumstances, sensitive data may only be processed with the explicit consent of the individual concerned which would normally require the consent to be in writing.  In many cases consent to process ordinary and sensitive personal data will be obtained routinely by the University, however, where there is any doubt as to whether appropriate consent has been obtained, particularly in the case of sensitive personal data, the matter should be referred to the University Data Protection Officer.

If an individual has provided personal data about themselves for a particular reason, then that individual has effectively given consent to the processing of their personal data but only for that purpose.  If the University wishes to use the personal data for another reason then it must tell the individual about this and give them the opportunity to consent.

Electronic Data

The 1998 Act applies to personal data which is held both in paper form and electronically.  Electronic data encompasses not just personal data held on databases but, for example, emails, web pages, letters and other documents held on disk or on a hard drive.

Manual Filing Systems

The 1998 Act covers ‘relevant’ manual filing systems which may have the following characteristics:

· grouping within a common criteria, even if not physically kept in the same file or drawer

· structuring by reference to the individual by name, number, student cohort, degree scheme or other mechanism, or by criteria common to individuals such as sickness, type of job, membership of pension scheme or department

· and, most important of all, any kind of filing system within which specific information about the individual is readily accessible

In practical terms, it is wise to assume that all filing systems will fall under the 1998 Act.

Processing

Under the 1998 Act the term 'processing' is very broad.  Processing covers almost any manipulation of personal data including obtaining, recording, holding, copying, transferring and deleting data. Therefore almost any use of personal data by the University or its staff will fall within the scope of the 1998 Act.

Subject Access Requests

On submitting a request in writing (which may be by way of the Subject Access Request Form issued by the University, in some other written form or by e-mail), all staff, students and other users are entitled to 

· be notified of all personal data the University holds about them and why. 

· be notified of those to whom their personal data has been, or may be disclosed.

· receive a copy of all personal data held about them by the University.

Regardless of the format in which a request is received, any request for access to personal data should be treated as a subject access request and forwarded to the University Data Protection Officer as soon as possible.

Responsibilities of Staff and Students 

All staff and students should:

· Check that any personal data that they provide to the University is accurate and up to date. 

· Inform the University, their School and any other offices as appropriate of any changes to information which they have provided, e.g. changes of address. 

· Check any information that the University may send out from time to time, giving details of information that is being kept and processed and advise the University of any inaccuracies in the information of which they are aware.

If, as part of their responsibilities, staff collect information about other people (e.g. about students' course work or personal circumstances, or about members of staff in their department or research group), they must comply with this Policy and with the Data Protection Policy - Guidance Notes. 

In terms of the 1998 Act, the University holds a notification with the Information Commissioner in respect of the processing it carries out. Students to whom personal data is disclosed by the University, for the purposes of research or study, in pursuit of an academic qualification and under the direct supervision of a member of staff, will, in some cases, be covered by the University’s notification to the Information Commissioner but only where such disclosure could reasonably be said to fall within the purposes for which the personal data was originally provided by the relevant individual(s). If you are in any doubt as to whether disclosure to students is permitted, you should contact your Head of School. In such cases, staff must notify students about – and the students must abide by – the relevant provisions of the Policy. The University is not responsible for notification of personal data processed by students for their own use. 

Data Security 

The need to ensure that personal data is kept securely means that precautions must be taken against physical loss or damage, and that both access and disclosure must be restricted. All staff are responsible for ensuring that: 

· Any personal data which they hold is kept securely 

· Personal information is not disclosed either orally or in writing, intentionally or otherwise to any unauthorised third party.

Staff should note that any unauthorised disclosure may be a disciplinary matter, and could be considered gross misconduct in certain cases. Guidance on authorised disclosure is set out in the ‘Data Disclosure Policy’.

Detailed advice on data security is contained in the ‘Data Protection Policy - Guidance Notes’ and the ‘Data Security Policy’. 

Rights to Access Information 

Staff and students and other users of the University have the right to access any personal data that is being kept about them on electronically and, in many cases, will also have access to paper-based data held in manual filing systems. This will normally be provided in the form of copies of the personal data or a report of the data held, depending on the type and format of the original data. Any person who wishes to exercise this right should make the request in writing to the University Registrar, using the standard form which is available from the University Data Protection Officer or via the web. The University will make a charge on each occasion that access is requested. 

The University aims to comply with requests for access to personal data as quickly as possible, but will ensure that it is provided within 40 days of receipt of a completed form unless there is good reason for delay, such as delay caused by the University needing to request further information from the person making the request, or delay caused by time taken to ensure that documents do not identify any third parties. In such cases, the reason for delay will be explained in writing to the individual making the request. 

Publication of Personal Data by the University
Any individual who has good reason for wishing details in such publications to remain confidential should contact the University Data Protection Officer. 

Monitoring of Communications and Use of CCTV

The University must ensure that its resources are not abused or used illegally, for example, for downloading pornographic material on the world wide web. In particular, both staff and students have responsibilities for using IT resources in accordance with the University regulations. The University may from time to time monitor staff and student use of personal computers.

For reasons of personal security and to protect University premises and the property of staff and students, close circuit television cameras are in operation in certain campus locations. Some areas of the University may also use webcams, for example for teaching purposes.

In any case:

· You will be advised in advance of any monitoring which is to be carried out

· Monitoring will be carried out by only a limited number of staff

· Personal data obtained during monitoring will be discarded as soon as possible after the investigation is complete

· Staff involved in monitoring will maintain confidentiality in respect of personal data

Students or staff who consider the positioning of a close circuit television camera or use of a webcam is inappropriate should contact the Data Protection Officer.

World Wide Web and Email

The provisions of the 1998 Act apply as much to web sites and email as they do to data processing by other means; any personal data downloaded from the web, included within a web site or contained within an email are subject to the same restrictions as information held in manual files or on databases. In particular, authors of web pages should be aware that information posted onto a web page is potentially accessible world-wide (unless access is restricted in some way). The type of data placed onto web pages should reflect this.

Cross-Border Transfers

The 1998 Act places restrictions on the transfer of personal data to a recipient outwith the European Economic Area (EEA), unless the country or territory involved ensures an adequate level of protection for the rights and freedoms of data subjects in relation to processing of personal data. If it is regarded as essential to transfer data outwith the EEA, the written consent of the data subject to that specific transfer must be obtained.

Retention of Data 

It is not in the interest of either the data subject or of the University to retain unnecessary or duplicative information. The University does, however, retain some personal data relating to former staff and students, partly in order to comply with statutory requirements but also as a way of maintaining a complete historical record. Nevertheless, it is University policy to discourage the retention of personal data within files for longer than is needed. Staff are encouraged to follow the Data Retention Schedule, which can be obtained via the Data Protection folders on Outlook. Files retained for the Archive should be ‘weeded’ beforehand in accordance with this guidance.

The University's Designated Data Protection Officer 

The University is classified as a data controller under the 1998 Act and is therefore ultimately responsible for the implementation of appropriate policies and procedures in order to ensure compliance with the 1998 Act. However, day to day matters will be dealt with by the University Data Protection Officer. Any questions or concerns about the interpretation or operation of this policy should be taken up in the first instance with the University Data Protection Officer. 
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